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Abstract—The study of complex networks and collective dy-
namics occurring in biological, social and technical systems has
experienced a massive surge of interest both from academia and
industry. Many of the results on the mechanisms underlying the
self-organized formation of complex dynamic networks in natural
and man-made systems have been derived based on a statistical
physics perspective. In this tutorial, we provide a basic intro-
duction to this perspective which will help attendees to benefit
from the vast literature on self-organization and self-adaptation
phenomena available in the fields of network science and complex
systems. We cover basic models and abstractions for the study
of static complex networks as well as dynamical processes like,
e.g., information diffusion, random walks, synchronization or
the propagation of cascading failures. We further introduce
recent advances in the study of dynamic (social) networks and
demonstrate how the resulting methods can be practically applied
in the engineering of self-organizing and self-adaptive distributed
systems and protocols.
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I. INTRODUCTION

The quantitative study of complex systems has significantly
changed our understanding of the self-organization and self-
adaptation characteristics of biological, social and physical
systems. Many of the intriguing results on the mechanisms
governing the structure and function of these natural systems
have been obtained based on the agent-based modeling of
complex networks and their influence on collective dynamics.
Among those works, interdisciplinary approaches that inte-
grate methods, models and abstractions from dynamical sys-
tems theory, graph theory, computer science, agent-based mod-
eling and statistical physics have been particularly successful
[1], [2], [3], [4]. The resulting interdisciplinary methods for
the modeling and analysis of complex systems have not only
been successful in the study of natural and social systems; they
are also becoming increasingly important for the modeling
and design of man-made systems: Models for the evolution
of complex networks in natural systems can be adapted to
technical infrastructures and facilitate statements about the
robustness of computing systems that have become critical
infrastructures for our society [5]. Furthermore, the use of sim-
ple distributed mechanisms which result in complex collective
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behavior can facilitate the engineering of massively distributed
systems that inherit some of the “organic” properties of natural
complex systems [6], [7], [8], [9], [10]. Finally, the increasing
importance of social aspects in the online world necessitates
interdisciplinary modeling approaches capable of capturing the
complex feedback between the increasingly intertwined social
and technical layers of today’s socio-technical systems [11],
[12], [13].

II. TUTORIAL CONTENTS

Targeting an audience of computer scientists and engineers,
this tutorial introduces the statistical physics perspective on
self-organizing and self-adaptive network structures, a per-
spective that is becoming increasingly popular in the mod-
eling and analysis of complex systems. A particular goal of
this tutorial is to help attendees who are interested in self-
organization and self-adaptation phenomena to make use of
the vast literature on the structure and dynamics of complex
networks.

A. Complex Networks and Distributed Systems

A particular focus of the tutorial will be the use of results
on the properties of complex networks in the context of engi-
neered distributed systems. We introduce a basic mathematical
framework that facilitates analytical results on macroscopic
network properties like robustness and resilience [14], [15].
We then discuss a practical example for a simple distributed
network formation protocol for which the macroscopic prop-
erties of the emerging topology can be analytically related
to a microscopic stochastic model of the network formation
process. We further highlight parallels between threshold phe-
nomena in complex networks and phase transitions in thermo-
dynamic systems. We demonstrate the use of this phenomenon
in the design of a stochastic protocol for the construction of
overlay topologies that allows a fast switching between phases
of high robustness and high efficiency [16], [17].

B. Dynamical Processes and Distributed Protocols

Apart from mechanisms for the self-organized evolution
of topologies with adaptable structural qualities, the tutorial
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covers the modeling of dynamical processes like, e.g., in-
formation diffusion, synchronization or random walks [18],
[19], [3] in networked systems. We introduce some basics
of spectral graph theory and show how spectral properties of
complex networks can be used to make analytical statements
about the evolution of dynamical processes which are at the
heart of distributed protocols for information dissemination
and epidemic aggregation in distributed systems [20], [21],
self-organized synchronization in ad hoc networks [22], [23],
[24] or random walk protocols for P2P systems [25], [26].

C. The Influence of Network Dynamics

While the traditional perspective on complex systems has
mainly been focused on the the modeling and analysis of
(more or less) static network topologies, recent studies have
shown that the topological dynamics in real-world complex
systems critically influences the evolution of dynamical pro-
cesses. From a distributed systems perspective, opportunistic
networking applications are a simple practical example for
systems where dynamic social contact patterns crucially af-
fect processes like information diffusion or synchronization.
We introduce recent advances in the analysis of data from
such dynamic networked systems and introduce abstractions
that facilitate analytical results about information diffusion in
dynamic complex networks [27], [28]. By this, we demonstrate
that the remporal dimension of biological and social systems is
- apart from the fopological dimension - an important driving
factor of complexity that needs to be taken into account in the
design of self-organizing systems.

REFERENCES

E. Schweitzer, Ed., Self-Organization of Complex Structures: From
Individual to Collective Dynamics. Gordon and Breach, London, 1997.
R. Albert and A.-L. Barabdsi, “Statistical mechanics of complex
networks,” Rev. Mod. Phys., vol. 74, pp. 47-97, Jan 2002. [Online].
Available: http://link.aps.org/doi/10.1103/RevModPhys.74.47

S. Boccaletti, V. Latora, Y. Moreno, M. Chavez, and D.-U. Hwang,
“Complex networks: Structure and dynamics,” Physics Reports, vol. 424,
no. 45, pp. 175 — 308, 2006.

M. van Steen, Graph Theory and Complex Networks: An Introduction.
Maarten van Steen, 2010.

M. Latapy and W. Willinger, “Complex computer and communication
networks,” Computer Networks, vol. 52, no. 15, pp. 2817 — 2818, 2008,
jce:title;Complex Computer and Communication Networksj/ce:title;.
M. van Steen, “On the complexity of simple distributed systems,” I[EEE
Distributed Systems Online, vol. 5, no. 5, p. 3, May 2004.

C. Miiller-Schloer, C. Malsburg, and R. P. Wiirtz, “Organic computing,”
Informatik-Spektrum, vol. 27, no. 4, pp. 332-336, 2004.

I. Scholtes, “Harnessing complex structures and collective dynamics
in large networked computing systems,” Ph.D. dissertation,
University of Trier, 2012. [Online]. Available: http://ubt.opus.hbz-
nrw.de/volltexte/2012/772/

I. Scholtes and C. J. Tessone, “Organic design of massively dis-
tributed systems: A complex networks perspective,” Informatik Spek-
trum, vol. 35, no. 2, pp. 1- 12, 2012.

A. Montresor, G. Eiben, and M. Steen, “Extreme distributed systems:
from large scale to complexity,” Computing, vol. 94, no. 8-10, pp.
619-620, 2012. [Online]. Available: http://dx.doi.org/10.1007/s00607-

(4]

[10]

012-0203-2

[11] J. M. Kleinberg, “The  convergence of  social and
technological networks,” Communications of  the ACM,
vol. 51, mno. 11, p. 66, Nov. 2008. [Online]. Available:

http://portal.acm.org/citation.cfm?doid=1400214.1400232

272

[12] J. Kleinberg and P. T. R. S. A, “Analysis of large-scale social and
information networks,” Philosophical transactions of the Royal Society
A, vol. 371, no. February, p. 1987, 2013.

A. Jones, A. Artikis, and J. Pitt, “The design of intelligent socio-
technical systems,” Artificial Intelligence Review, vol. 39, no. 1, pp.
5-20, 2013. [Online]. Available: http://dx.doi.org/10.1007/s10462-012-
9387-2

M. E. J. Newman, S. H. Strogatz, and D. J. Watts, “Random
graphs with arbitrary degree distributions and their applications,”
Phys. Rev. E, vol. 64, p. 026118, Jul 2001. [Online]. Available:
http://link.aps.org/doi/10.1103/PhysRevE.64.026118

D. S. Callaway, M. E. J. Newman, S. H. Strogatz, and D. J. Watts,
“Network robustness and fragility: Percolation on random graphs,”
Phys. Rev. Lett., vol. 85, pp. 5468-5471, Dec 2000. [Online]. Available:
http://link.aps.org/doi/10.1103/PhysRevLett.85.5468

[16] 1. Scholtes, J. Botev, M. Esch, A. Hohfeld, and H. Schloss,
“Awareness-driven phase transitions in very large scale distributed
systems,” in Proceedings of the Second IEEE International
Conferences on Self-Adaptive and Self-Organizing Systems (SaSo).
Venice, Italy: IEEE, 2008, pp. 25- 34. [Online]. Available:
http://doi.ieeecomputersociety.org/10.1109/SAS0.2008.49

I. Scholtes, “Distributed creation and adaptation of random scale-
free overlay networks,” in Proceedings of the Fourth IEEE
Conference on Self-Organizing and Self-Adaptive Systems (SASO).
Budapest, Hungary: IEEE, 2010, pp. 51— 63. [Online]. Available:
http://arxiv.org/pdf/1005.5628

J. D. Noh and H. Rieger, “Random walks on complex networks,” Phys.
Rev. Lett., vol. 92, p. 118701, Mar 2004.

A. Arenas, A. Daz-Guilera, and C. J. Prez-Vicente, “Synchronization
processes in complex networks,” Physica D: Nonlinear Phenomena, vol.
224, pp. 27-34, December 2006.

M. Jelasity and M. van Steen, “Large-scale newscast computing
on the Internet,” Tech. Rep. IR-503, Vrije Universiteit Amsterdam,
Department of Computer Science, Amsterdam, The Netherlands,
Amsterdam, The Netherlands, October 2002. [Online]. Available:
http://citeseer.ist.psu.edu/jelasity02largescale.html

M. Jelasity, A. Montresor, and O. Babaoglu, “Gossip-based aggregation
in large dynamic networks,” ACM Trans. Comput. Syst., vol. 23, no. 3,
pp. 219-252, 2005.

O. Babaoglu, T. Binci, M. Jelasity, and A. Montresor, “Firefly-inspired
heartbeat synchronization in overlay networks,” in SASO '07: Proceed-
ings of the First International Conference on Self-Adaptive and Self-
Organizing Systems. Washington, DC, USA: IEEE Computer Society,
2007, pp. 77-86.

I. Scholtes, J. Botev, M. Esch, and P. Sturm, “Epidemic self-
synchronization in complex networks of kuramoto oscillators,”
Advances in Complex Systems, vol. 13, no. 1, pp. 33— 58, March
2010. [Online]. Available: http://www.worldscinet.com/abstract?id =
pii:S0219525910002426

P. Amin, V. P. K. Ganesan, and O. Tirkkonen, “Bridging interference
barriers in self-organized synchronization,” 2012 IEEE Sixth Interna-
tional Conference on Self-Adaptive and Self-Organizing Systems, vol. 0,
pp. 109-118, 2012.

L. A. Adamic, R. M. Lukose, A. R. Puniyani, and B. A. Huberman,
“Search in power-law networks,” Phys. Rev. E, vol. 64, p. 046135, Sep
2001.

J. Chandra, I. Scholtes, N. Ganguly, and F. Schweitzer, “A tunable
mechanism for identifying trusted nodes in large scale distributed
networks,” in 11th IEEE International Conference on Trust, Security and
Privacy in Computing and Communications (TrustCom 2012), 2012.
R. Pfitzner, 1. Scholtes, A. Garas, C. J. Tessone, and F. Schweitzer,
“Betweenness preference: Quantifying correlations in the topological
dynamics of temporal networks,” Physical Review Letters, vol.
110, no. 19, p. 198701, May 2013. [Online]. Available:
http://prl.aps.org/abstract/PRL/v110/i19/e198701

I. Scholtes, N. Wider, R. Pfitzner, A. Garas, C. J. Tessone, and
F. Schweitzer, “Slow-down vs. speed-up of information diffusion in
non-markovian temporal networks,” Arxiv preprint, pp. 1- 10, July
2013. [Online]. Available: http://arxiv.org/abs/1307.4030

[13]

(14]

[15]

[17]

(18]

(19]

[20]

(21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

Authorized licensed use limited to: ETH BIBLIOTHEK ZURICH. Downloaded on October 20,2020 at 14:01:31 UTC from IEEE Xplore. Restrictions apply.



